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BLUF

Data Farming is a simulation-based methodology that supports

military decision-making throughout the development, analysis,

and refinement of Courses of Action. By performing many

simulation runs, a huge variety of alternatives can be explored,

analyzed and visualized to allow decision makers improved

situational awareness and to make more informed and

robust decisions.
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“will allow NATO military decision makers in the domains of 

defence planning, operations, training and capability development 

to reduce uncertainty resulting in more robust solutions”

Mission Statement

DATA FARMING SERVICES
FOR ANALYSIS AND SIMULATION-BASED DECISION SUPPORT

NATO Science and Technology Board, September 18th, 2018
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Data Farming Concept – Six Realms

Data Farming

Loop of Loops

MSG-088 Data Farming in Support of NATO

Publication Reference STO-TR-MSG-088

DOI 10.14339/STO-TR-MSG-088

ISBN ISBN 978-92-837-0205-4 
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Data Farming - Process
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DFS – Implementation of the process
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DFS Implementation – Web Services

functional services management
services

user interface
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MSG-155 Use Case “Future Ground Combat Operations”

Embedding simulation analysis capability 

into the decision making process on tactical 

level has been a long-term goal of the 

German Army for some time now. 

This use case combines Course of Action 

analysis on battalion level with capability 

development by utilizing the data-farmable 

agent-based constructive simulation software 

PAXSEM (by AIRBUS) in the 

DFS environment. 

Evaluating well defined Robotic and 

Autonomous Systems (RAS) Capabilities and 

Manned-Unmanned Teaming (MUM-T)

concepts with respect to their combat 

effectiveness lies within the center of this use 

case. 
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MSG-155 Use Case “Cyber Defence Operations”

Optimal Placement of Sensors in a

Computer Network

The decision-maker objective of this use

case is to investigate how various

network monitoring and detection

systems should be deployed in order to

effectively protect critical services from a

wide range of malicious cyber activity.

The Data-farmable Agent-based Cyber

Defence Assessment Model (DACDAM)

was developed as an extensible proof-of-

concept model in MSG-124 and has

been developed further to support this

use case.
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DFS Demonstration
12

Situation

Mission Network subject to Cyber Attacks.
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DFS Demonstration
13

Mission

Deploy various network monitoring and detection systems in order to 
effectively protect critical services from cyberattacks.
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DFS Demonstration
14

Cyber Attack

Cyber attackers launch single or multiple attacks on network nodes
in order to achieve local or network shutdowns.
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Course of Action 1

 Sensors evenly distributed over the entire network.

DFS Demonstration
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Course of Action 2

 Only most valuable network nodes are instrumented.

DFS Demonstration
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Recall
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NATO UNCLASSIFIED, Releasable to AUS / AUT / CHE / FIN / GEO / MAR / NZL / SWE / UKR / EU EEAS only
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Refined CoA 2

DFS Demonstration
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Decision Brief

Deploy high-performance sensors on crucial network

nodes in order to prevent network shutdowns.

DFS Demonstration
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 Operational Use Cases 

Predictive Maintainance & 

Future Ground Combat Ops

 IT services (Microservices)

 Distribute Services and Data 

where needed

 Connect Ressources even

between networks with

different classifications

 Support NATO Planning Tools 

in use, e.g. 

 FMN compliant

(Deployed on 

German Mission

Network)

21

LOW

HIGH

Cross-Domain            Security Gateway

SME

HPC

DFS @ CWIX
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Technical Perspective

 Cloud based deployment & configuration

 Easy simultaneous automated update

 Distributable, flexible and scalable
services based on Container technology, 
e.g. DOCKER

 Multi user, multi location, multi device
applications

 Network Resilience & Efficiency

Operational Perspective

 Reachback to high value ressources, 
e.g. computing power and SME

 Cross Security Domain collaboration

 Federated Decision Support 

 Speeds up Decision-Making Process

 Faster Big Picture & Decisions

CWIX Results – DFS Benefits
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Modern microservice architectures maximize efficiency, security and
interoperability resulting in enhanced situational awareness and improved
decision making

NATO HQ SACT CWIX 2020 Closing DFS Evaluation:

CWIX 2020 – Conclusion

(https://www.act.nato.int/articles/cwix-improving-interoperability-for-22-nations-across-10-times-zones)

“The kind of decision support provided by Data 

Farming Services to military commanders will be 

essential in tomorrow’s high-tech conflicts.”
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Contacts MSG-155 Co-Chairs

GERMANY

LtCol Stephan Seichter

Bundeswehr Office for Defence Planning

Lilienthalstr. 12

82024 Taufkirchen / Munich

Phone: +49 89 6933786240

Fax: +49 89 6933786205

stephanseichter@bundeswehr.org

United States of America

Dr. Gary E. Horne

Johns Hopkins University

Applied Physics Laboratory

Laurel, Maryland, 20723

Phone: +1 (703) 424 1510

garyehorne@gmail.com


